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Abstract 
The issue of the authenticity and integrity of digital images is getting critical. Nowadays it became easy to create image forgeries. 
Digital image forensics plays a vital role in proving authenticity and integrity of digital images. There are various types of image 
forgeries possible, and Copy-Paste is one of it. In this type of forgery, a region of an image is copied and afterward pasted to 
another part of the same picture. In this paper, we propose an effective and computationally efficient method for the detection of 
Copy-Paste forgery. The proposed forgery detection is based on a customized Normalized Cross Correlation (NCC). The 
experimental results show that the proposed approach can be effectively used to detect forgeries accurately and is robust to affine 
transform to a certain extent. 
© 2016 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of organizing committee of the ICISP2015. 
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1. Introduction 
The internet has provided us a much sophisticated and convenient way to transfer and exchange the information 
all across the world. But at the same time, this cyberspace, has also provided a platform for criminals, to carry out 
criminal activities. With increased access to computers across the globe, cybercrime is becoming a major challenge 
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to law enforcement agencies. Cybercrime investigation process is still not fooled proof and has limited success in 
prosecuting the lawbreakers; therefore there is a strong need to understand and strengthen the existing investigation 
processes and systems for controlling the cybercrime.1 Digital Image Forensics is one of it. The images are the rich 
source of information and are spread across the cyberspace.  
Images are very vulnerable to modifications. Modifications in the images are carried out by attackers to change or 
conceal its meaning by using sophisticated image editing software. These software applications are easily available 
today; not only on personal computers and laptops but on handheld mobile devices as well.2This is a cause of great 
concern and poses threats to the public, government, and businesses. Hence, these images need to be authenticated. 
Authenticating the digital image for itscontent, i.e., integrity and the source is the field of Digital Image Forensics 
(DIF).  DIF has gained tremendous importance in last one decade among the research community. The fundamental 
problems digital image forensics techniques attempt to solve is the identification of the source and detecting the 
integrity of digital images.32 Identification of source involves determining the means by which the images are 
created like camera, scanner, and regenerative algorithm. Similarly, integrity can be confirmed by analyzing the 
images for its modification. 
The tamper detection algorithms for the digital image forensics are classified as active tamper detection 
approaches and passive detection approaches. Passive tamper detection approach does not require the knowledge of 
any prior information about the content. The core assumption for this class of techniques is the assumption that 
original non-forged content owns some inherent patterns that are always consistent in the un-forged content, but they 
are very likely to be alteredby some tampering processes. Although visually imperceptible, such changes can be 
detecting by statistical analysis of the content itself, without the need of any apriori information. On the contrary, the 
active approach involves authenticating images by extracting the watermark and digital signature embedded in it. 
Special digital cameras are required to embed a digital watermark into an image at the time of their capture. So, any 
tampering operation done on images can deteriorate the embedded watermark and signature. This detected 
deterioration in the extracted watermark can help us confirming the authenticity of the images.3 
The passive DIF techniques can be categorised into different domains such as 1) pixel-based techniques that 
detect statistical anomalies introduced at the pixel level; 2) format-based techniques that leverage the statistical 
correlations introduced by a specific lossy compression scheme; 3) camera-based techniques that exploit artefacts 
introduced by the camera lens, sensor, or on-chip postprocessing; 4) physically based techniques, for detecting the 
forgery and authenticating the digital images.4 
Further, these copy-paste image forensic techniques which are also called as image forgery detection techniques 
are categorized under two heads: 1) Block-based and 2) Keypoint based techniques. In this paper, we propose a 
common type of pixel based forensic technique called as copy-paste image forgery. We propose a blind digital 
image forensic method for image authentication so as to know whether the image is an authentic or a forged one. 
We have used block based approach to detect forgeries and used NCC as a basic tool to detect the forged regions. 
2. Literature Review 
Copy-Paste forgery is also known as copy-move forgery. In the last decade, copy-paste forgery has a profound 
impact on the authenticity of digital images. For this reason, researchers paid much attention detecting this kind of 
forgery. In this type of forgery creation, a part of the image is copied and/or moved to some other location in the 
same image.Because of this, a strong correlation exists between these copied and pasted parts which can be used as 
evidence for forgery detection. However, the main challenge is to find efficient algorithms to find features and 
matching these features for finding correlated segments. In these methods, first, characteristic features are calculated 
by two approaches: block based and keypoint based. In block based methods, the whole image is divided into the 
overlapping or non-overlapping blocks and then they are processed to extract the features whereas, in keypoint based 
approach the features are collected by calculating local keypoints for the whole image. The positions of each block 
or keypointare also stored in the feature vector. Then, the feature matching is performed to find similar features 
within the same image. The forgery localization is done by displaying the matched blocks or keypoints in colors 
corresponding to the locations of the matched features. As, in the proposed method, we have adopted the block based 
approach to detect forgeries; hence, in this section, we will review the literature based on the block processing 
approach. 
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One of the first attempts at copy-paste forgery detection, found in the literature is proposed by Fridrich et al.5, 
based on dividing the image into fixed size overlapping blocks and stored as a1-D feature vector. A constraint was 
made about the choice of the block size, as it should be less than the size of the maximum copy move block segment. 
Next, a shift vector approach was employed for feature matching and the blocks with the same shift were declared as 
tampered regions. Popescu and Farid6 have further improved the algorithm and presented a method using principal 
component analysis (PCA) for the representation of image segments i.e. overlapping square blocks. Myna et al.7 
developed a method for detecting and localizing copy-move forgery using a log-polar coordinates and wavelet 
transforms. Bayram et al.8 uses the Fourier-Mellin Transform (FMT), which involves a log-polar mapping, to 
represent image blocks. Li and Yu9 extended the work performed by8, which is based on FMT. In10, authors, have 
proposed a technique in which the detection of the Copy-Paste Forgery depends on correlation coefficient in the 
feature vectors of the blocks. The used approach has an ability to detect the Copy-Paste Forgery efficiently. 
Most of the algorithms in Copy-Paste forgery detection uses lexicographic sorting method to sort the feature 
vectors but as it is computationallyintensive. Some authors have used KD-tree in their proposed methods. In KD-
tree, the data is pre-processed into a structure allowing an efficient nearest neighbor search. Like the binary tree, 
points in a k-dimensional space are stored in KD-trees as the leaves. For similarity measure, the Euclidean distance 
is used. The feature matching performance is better than lexicographical sorting but with relatively larger memory 
requirements. In11authorsuse KD-tree. In this method, blocks with similar intensity patterns are searched using 
matching techniques. Zero-normalized cross correlation (ZNCC) was used as a similarity measure and accurate 
detection results obtained by searching within at most 100 neighboring blocks in the sorted block array. Similarly, 
KD-tree has been used in proposed algorithm by12. In13, the authors, have suggested using Krawtchouk moments to 
be used for detecting a Copy-Move Forgery in the image. The proposed method detects the duplicated region in the 
image with a high accuracy. In14, authors, have proposed a high-performance technique which involves dividing an 
image into segmentation and uses the similarity of texture to ascertain the copy-move portions. Another approach15 
uses Discrete Cosine transformer (DCT) method for representing overlapping blocks’ features in images. This 
approach is considered as an effective way to reduce the computational cost of copy-move forgery detection. By 
comparing the developed method with the previous approaches, it is more efficient than the other.  
The authors in16, have proposed a novel approach and uses Discrete Wavelet Transform (DWT) to reduce the 
image size first and then, the image was divided into equal size of overlapping blocks. The feature vectors are 
fetched using Fast Walsh-Hadamard Transform. These feature vectors are then sorted lexicographically. For more 
efficiency, the multi-hop jump algorithm was used to reduce the computational cost. Though it uses block-based 
approach and lexicographic sorting the algorithm is still computationally feasible. In17, authors, have described a 
technique to detect Copy-Paste forgery. In this technique, firstly, reducing the dimensions of the input image by 
applying DWT, and then spatial offset between the copied portions are estimated by computing the phase 
correlation. In18, a non-intrusive method of detecting the Copy-Paste forgery is employing a dyadic wavelet 
transform and statistical measures to detect the similar image segments is proposed. The proposed method detects 
the forgery region; however it is found that the segmentation of the image affects the accuracy of the detected 
regions. The sub-blocking method was used in19 to detect the forged region in the image. The experimental results 
illustrate the effectiveness of detection, as well as the minimisation of computation cost by using Erosion shrinks and 
Dilation. Authors20, proposed the Zernike moments based Copy-Paste detection, the detection of the forged regions 
is found to be accurate. 
Recently, Cozzolino et al.21, proposed a fast copy-move forgery detection algorithm based on a modified form of 
the Patch Match algorithm, for rotation-invariant and scale-invariant forgery detection. The Zernike moments were 
used as features. The algorithm showed good performance in terms of computational complexity and detection 
accuracy. To avoid feature matching of blocks belonging to the same area, a block clustering approach was proposed 
in22. The block matching was performed in the coarse scales followed by the fine scales. The idea was to group 
similar blocks into clusters and features for the blocks with each cluster were compared. Zandi et al.23, proposed the 
use of an adaptive similarity threshold in the block-based feature matching stage. The similarity of the pair of blocks 
was determined using thresholds proportional to their standard deviations. In24, the author, proposed a technique 
based on dense nearest neighbor fields (NNF) and fast PatchMatch search algorithm.  Cao et al.25 proposed a 
technique for both global and local contrast detection in digital images using histogram peak/gap artifacts analysis. 
The author’s in26 recently proposed an efficient algorithm for image inpainting detection. It started with searching 
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for similar blocks to detect suspicious regions and blocks belonging to the uniform areas were filtered using vector 
similarity. The forgery localization was improved using Multi Region Relation (MRR), to remove the suspicious 
blocks belonging to the uniform regions. In the article27 a broad survey of image forgery detection in digital images 
using the passive approach, which discusses state-of-the-art and review on block based forgery detection techniques. 
Though, all the proposed methods in the literature are used to recognize the Copy-Paste Forgery. Most of them 
worked efficiently for detection. However, almost all of them have two common problems; the first one is that they 
are computationally intensive and the second one is their low accuracy. The proposed algorithm in this paper do not 
need lexicographic sorting or KD-tree but uses NCC for feature matching. 
3. Normalized Cross Correlation 
In this proposed method, we use Normalized Cross Correlation28 (NCC) as a basic tool for feature matching. 
Matching two images of the same scene is one of the fundamental problems in computer vision. Image matching 
plays an important role in many applications such as motion analysis, image registration, stereo vision, and 
mosaicking. In the last decades, the image matching topic has been studied extensively, and several matching 
algorithms have been proposed such as29, 30 in computer vision.  
The NCC is one of the basic and popular statistical approach used for image registration. It is widely used for 
template matching and pattern recognition. NCC is utilized as a metric to assess the level of dissimilarity or 
similarity between two signals or digital images. It is also advantageous over the ordinarycross-correlation because, 
it is robust to linear changes in the illumination amplitudes in the two compared images. Furthermore, the NCC is 
confined in the range between 1 and -1. The setting of detection threshold value is much simpler than the cross-
correlation. Mathematically the NCC is given28 as equation 1: 
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where(x’,y’) are the template, T, coordinates, (x, y) are the Image, I, coordinates, and h and w are the height and 
width of the template. This metric computes pixel-wise cross-correlation and normalizes it by the square root of the 
auto-correlation of the images. 
Instead of using the Matlab’s library function for NCC, we have implemented our own, with some parameter 
customizations. The idea is to divide the image into large sized blocks and find the correlation between the image 
and these blocks. NCC returns the location and correlation coefficient between these blocks. We now need to set 
some value of acceptable correlation coefficient (threshold), above which, the blocks will be treated as highly 
matched, and the locations will be recorded. Say for coarse forgery detection; the threshold Ĳc is set and the 
correlation between image and the blocks is calculated. In case, if the strong correlation exists between image and 
the image block then the correlation coefficient tends to be 1. The typical limitation here is that Ĳc cannot be set too 
low. Also, it cannot be set to as high as 1; though correlation coefficient equals to 1 signifies the perfect match. 
Hence, thevalue of Ĳc has to be rigorously chosen; so that it can perfectly detect the forged regions without or a 
minimally detecting the false positives. Hence, the value of Ĳc plays the significant role in making the decision about 
the forged regions. In an absence of Ĳc, the algorithm will fail to work. In our experiments, we have set Ĳc to 0.96 
which worked quite well for detecting forged regions in all the tested images. If the correlation between image 
blocks and an image is found to be greater or equal to the threshold, then these block locations are saved for future 
processing. 
4. Proposed Method 
The proposed forgery detection method is based on block matching and uses NCC. The image is first divided into 
the M blocks of chosen block size. Step size S decides the degree of block overlapping. To achieve efficiency and 
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precision in the forgery detection, we have developed a 2-stage algorithm. The stage one is named as Coarse Forgery 
Detection (CFD) and stage two is named as Fine-tuned Forgery Detection (FFD). 
First the coarse blocks are selected one by one and algorithm checks for the highly correlated regions from an 
image. Each coarse block of an image acts as a template for NCC. The algorithm is provided with some coarse 
threshold value (Ĳc) so as to make the decision about the correlation. If highly correlated regions are found i.e. the 
correlation value is greater or equal to chosen Ĳc, then they are stored as Forged Coarse Blocks. The outcome of this 
algorithm is provided to Fine-tune Forgery Detection algorithm which then detects the precisely forged regions. 
4.1. Coarse Forgery Detection: 
Coarse Forgery Detection is the first and important step of the proposed method. The Fine-tune Forgery Detection 
uses the outcome of this step as an input. Though, CFD is capable enough to detect the forged regions; we do not 
take this as the final results. In this step the block size was chosen is very large. Here we can make a choice about 
the horizontal and vertical step size to select the blocks from an image. Choosing the step size is very important.If 
the step size chosen is more; then the processing will be fast but the forgery detection gets affected drastically. On 
the contrary, if the step size is chosen to be small then the block processing will take more time, but it will also 
increase the precision of forgery detection. The same is true for the block size as well. Coarse regions of the 
forgeries are detected based on the computation of the correlation matrix. The steps of the algorithm are as follows. 
 
Step 1: Divide the image into number of overlapping blocks 
Step 2: For all the blocks of image 
 a) Calculate the NCC of each block with respect to image 
 b) If correlation coefficient is >= Ĳc then store the location of coarse block for further processing 
Step 3: Highlight the detected coarse blocks 
4.2. Fine-tuned Forgery Detection: 
As discussed earlier the Fine-tuned forgery detection procedure detects the precise forgery regions. The detected 
coarse forged blocks are taken as input for this step. The blocks are processed one by one to determine the final 
shape of the forgery. In this stage the correlation will be calculated between two fine blocks, each one of them is 
relative to one of the two detected coarse blocks. The correlation between the fine blocks is calculated and compared 
with fine-tuned threshold (chosen threshold for fine-tuning). If the threshold is met, the match is considered, and the 
information is collected. At the end of the algorithm, the collected information will be used to highlight the altered 
and original regions. We have set Ĳf  to 0.98. The steps can be summarized as follows. 
 
Step 1: For each detected pair of coarse blocks 
Step 1: Divide coarse blocks into number of small blocks 
Step 2: Calculate the NCC of each small block with respect to corresponding coarse block 
Step 3: If correlation coefficient is >= Ĳf then highlight the small block at each coarse block 
5. Experimental Results 
The proposed algorithm including the customized NCC was implemented and tested using Matlab 2014a tool. 
Several experiments are conducted for evaluating the performance of the proposed algorithm under different 
parameter settings, like Ĳc, coarse block size, the degree of overlappingetc. The experiments were performed on the 
dataset available at31 for image forensics. The dataset consists of ten original JPEG color images and their copy-
move forged versions. The following results show that the proposed algorithm detects the copied and the pasted 
regions successfully. The block size chosen was 20 and step size chosen was 4, and the threshold Ĳc and Ĳf both for 
the coarse forgery detection and Fine-tuned forgery detection was 0.98. It can be noted from the result that the 
algorithm is capable of detecting the pasted regions even when they are more than one in the same image. The 
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computational time taken for processing the image and detecting the forgery is found to be less as compared to the 
lexicographic sorting based algorithms in the literature. Figure 1 shows the results obtained by the proposed method. 
 
 
Fig. 1. (a) Original pictures; (b) Forged picture; (c) CFD results; (d) FFD results. 
6. Conclusion 
Copy-Paste forgery is a common and popular technique to remove or hide an object in the digital image. In this 
paper, we have proposed a method to detect forged images automatically and effectively. The experiments on 
images of various sizes are carried out. The method is computationally efficient as that to some of the other block-
based approaches in the literature. It is efficient in the sense that, there is no need to reduce the dimensions of the 
feature vectors, and it do not require sorting feature vectors, such as lexicographic,etc. for feature matching. The 
algorithm is capable of classifying the images into the authentic and the forged ones. The forged regions are 
accurately detected by the proposed method. It has been found that the proposed method is capable of detecting the 
forged regions even if they have gone through some operations like scaling and rotation with small factors. 
However, the method is not totally robust to it. The future scope includes making proposed algorithm totally robust 
against scaling and rotation. 
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